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[Important matter]

Configuration Advice

You have to configure the SBCs SIP Trunk settings If you have a SIP trunk connection need
between PBX and ITSP (Internet Telephony Service Provider).

As necessary, refer the additional volume of “Setup Guide for Media5 SBC and NS1000 Ver2
WAN Scenario Verl1.0".”



1. Introduction

[Note]

The SIP remote extension(s) are registered to the V-UTEXT32 of NS1000 (Ver.2), it's not the
registration of V-SIPEXT32. We can register the UT-SIP extension as V-UTEXT32 through the
SBC by NS1000 Ver2. This Setup Reference Guide describes mainly using the V-UTEXT32.

Objective:

A Session Border Controller is required to supplement existing IP-PBX functionality.
It will provide the means of establishing a simple remote office connection

(Allowing the use of remote SIP extensions of the IP-PBX without the need for a PPTP, IPSEC, GRE
or Hosted VPN Solution). **** Please Note: HTTPS/SSL is VPN Technology ****

This Setup Reference Guide describes the configuration to interconnect between the Panasonic
IP-PBX (KX-NS1000 Version2 series), the Mediab Session Border Controller (Mediatrix501 series
SBC), and remote SIP Extensions (Panasonic KX-UT series).

The items above are interconnected using SIP, TR069 (CWMP) and NTP protocol. The global IP

address (also known as public IP address) of the main office is used to interconnect them.

Results (confirmed operation):

1-1 Receiving and making a Call

Calls between extensions are possible. The Caller ID (internal phone number) is displayed on the
LCD screen of Panasonic UT-SIP Extension and SIP Extension.

Incoming calls from PBX trunk lines also display the Caller ID (according to system settings).

1-2 Conversation with G.722, G.711 and G.729
Use of the above codec is possible, providing PBX settings allow this. (e.g. KX-NS1000 (V-UTEXT)

settings)

1-3 Placing a call on-hold and retrieving a Call that is on-hold

These features are confirmed by KX-NS1000 control.

1-4 Transferring Call

The transferring of a Call to another destination is confirmed by KX-NS1000 control.

1-5 Call forwarding (V-UTEXT32 Registered)

These features are confirmed by KX-NS1000 control.

* Note* This feature does not work as using registration of SIP extension(V-SIPEXT32).
Restriction on the use of standard SIP Extension (V-SIPEXT32).

Attention: The content of this document is made up by verification results. It is no guarantee.




2. Approach to Interconnection

(1) For the Panasonic IP-PBX, the Virtual UT SIP Extension (V-UTEXT32) is used to interconnect
the IP-PBX to a remote UT SIP extension (remote office) via the SBC. The SBC is installed as
the main router in the head office. For this setting of the SBC, WAN and LAN (ET1) interface
are used. All SIP traffic between the IP-PBX and the internet is routed through the Mediatrix
SBC. The SBC is set-up a DHCP server and also as a NAT device.

(2) The SBC operates to ensure correct interconnection between the IP-PBXs V-UTEXT32 virtual
circuit card and the Remote office UT SIP Extension.
The SBC provides the following functions:
- Remote office UT SIP and SIP extensions address resolution and address translation within
SIP messages.
- Head office (any PBX extension) and the remote office (UT SIP Extensions) can be
seamlessly connected by the use of an IP-PBX UT SIP extension.

- Little or no dependence on the setting of the Router of the Remote-Office.

(3) We recommend that you consider the bandwidth of Internet access in each country,
to change the priority of voice Codec G.729 the remote side.

(4) We recommended that you will be use the Port number 5060 of receiving of SIP in SBC.
The SBC is likely to have some interoperability issues when using different SIP port of this.
The SBC will check all SIP messages and modify them even if as use the SIP Trunk in the PBX.
It means the SBC receiving Port Number is "5060" for SIP-Extension and also SIP Trunk.
Therefore we strongly recommend that you set-up the port number 5060 of SBC, due to the
specification of the Media5 SBC.

(5) About Interoperate with Remote SIP Extension and SIP Trunk connection for ITSP.
You have to configure the SBCs SIP Trunk settings if you have a SIP trunk connection need
between PBX and ITSP (Internet Telephony Service Provider).

As necessary, refer the additional volume of Setup Reference Guide for KX-NS1000 to SBC SIP
Trunking.

(6) The NS1000 has protocol HTTPS and HTTP for UT-SIP Phone registration.

The NS1000 can support up to 20 remote extensions at the same time when using the HTTPS
protocol.

The protocol is described the HTTPS type as example in this Setup Reference Guide.



3. System configuration example

3.1 Diagram of system configuration example

Method of Connection by PPPoE and Global IP address directly

Head Office Remote Office

PPPoE: {e.g.)
Username: test-user@provider.com
Password: ahc123
Offered by provider WAN Fixed IP : 10.0.0.1 /32
DHS : 172.16.255.1
( see note )

MPR: 192.168.0.101 (SIP)
DSP: 192.168.0.102-105 (RTP)

Netmask: 255.755.255.0 LANT192.168 0 254/24
DGW: 192.168.0.254

SIP Ext Server: 192.168.0.101: 5060
KX-NS1000 Yer2

Internet

g
. Gateway
Medla_:') SBC wan: 10006 WAN Global IP address

5 / Provided by ISP
| When initial setting anly |

FBEX Extension(s):

UT-Extension: 201 Maintenance PC « 8 Router
§ SBC have to set Port forward settings added, ’ T~ LAN192 168 10.254/24
to allow incoming traffic to the SBEC and the NS1000 s HUB
(eq) )
CWMP(HTTP) 7547 > 192.168.0.101 UT-Extensions 301
CWMP{HTTPS) 37547 = 192.168.0.101 (Panagonic WoA-UT Series)
Data Download{HTTP) 7580 —--> 192.168.0.101
Data Download(HTTPS) 37580 ----» 192.168.0.101 .
NTP(UDP) 123 > 192.168.0.101 [ Network Setting ]
SBC's DHCP IP range:  192.168.0.2 — 192.168.0. 50 IP:192.168.10.1/24(DHCF)
.................................. : DGW:192.168.10.254
- [ SIP Server]
Note: . . . IP: 10.0.0.1:5060
IF address shown here in the range 10.0.0.X are for illustration iny. [SIP Service Domain]
These address must be changed to the Global IP address (provided by the ISP 192.168.0.101:5060
Requirement for SBC connection : Fixed one global IP address by PPPoE. Remote Site Settings by Web
The customer will require the contact of this connection service.
You are not able to use the SBC by PPPoE connection if wou use a no fixed IP address.

3.2 Settings:
This section describes the network address scheme. Refer to later sections regarding entry of these

and other settings.

3.2-1 SBC - Contents of Main Network Settings (Example)

Item Configuration example Description
PPPoE 10.0.0.1 Mandatory (Information offered by provider)
Fixed WAN I[P address (change to global address) *Need to the External IP of SBC settings
Username test-user@provider.com | Mandatory (Information offered by provider)
Password abcl123 Mandatory (Information offered by provider)
LAN nterfacel:IP address 192.168.0.254 SBC LAN fixed-IP address
LAN interface 1: Netmask 255.255.255.0 Subnet mask
Receiving SIP port 5060 SIP port used
Used RTP port 35000 - 35999 Use for RTP streams.
Primary DNS 172.16.255.1 Mandatory (Information offered by provider)
DHCP IP Range from To 192.168.0.2 - 50 SBC’s DHCP Server: Enable




3.2-2 SBC - Contents of Port Redirection (also known the Port forwarding) Settings (Example)

Protocol Port number Destination Description
CWMP(HTTP) 7547 192.168.0.101 Send CWMP to PBX
(TCP) (PBX LAN IP address)
CWMP(HTTPS) 37547 192.168.0.101 Send CWMP to PBX
(TCP) (PBX LAN IP address)
SIP-MLT Data 7580 192.168.0.101 Send Data to PBX
Download(HTTP) (TCP) (PBX LAN IP address)
SIP-MLT Data 37580 192.168.0.101 Send Data to PBX
Download(HTTPS) (TCP) (PBX LAN IP address)
NTP 123 192.168.0.101 Send NTP to PBX
(UDP) (PBX LAN IP address)

3.2-3 IP-PBX (NS1000) - Contents of Main Network Settings (Example)

PBXs IP Address/Ports Settings

ltem
PBX MPR IP address

Configuration example
192.168.0.101

Description

Example only (Fixed IP)

PBX DSP IP address

192.168.0.102 - 105

Example only (Fixed IP)

Net Mask

255.255.255.0

Example only

Gateway

192.168.0.254

SBC LAN IP address

DNS Settings
(Preferred DNS IP Address)

172.16.255.1
or 192.168.0.254 (SBC LAN)

Information offered by provider
or SBC LAN IP address

PBX DHCP Server Feature
Starting IP address
Ending IP address

192.168.0.51
192.168.0.100

If required
Note) Set the different IP range
from SBC’s DHCP IP range.

3.2-4 IP-PBX (NS1000) - Confirmation of current each [Port Number] on Site Property (Example)

Port Number Item

Configuration example

Description

UDP Port No. for SIP Extension 5060 Default (SIP Port Number)
Server

CWMP (HTTP) Port No. for 7547 Default

SIP-MLT

CWMP (HTTPS) Port No. for 37547 Default

SIP-MLT

Data Transmission Protocol 7580 Default

(HTTP) Port No. for SIP-MLT

Data Transmission Protocol 37580 Default

(HTTPS) Port No. for SIP-MLT




3.2-5 IP-PBX (NS1000) - Configure the SIP Extension parameter on Site Property (Example)

SIP Extension Item

Configuration example

Description

NAT - CWMP Server IP 10.0.0.1 Default: empty
Address (Change to Global IP) (Set PPPoOE Fixed IP address)
NAT - CWMP Server (HTTP) 7547 Default
Port No.
NAT - CWMP Server (HTTPS) 37547 Default
Port No.
NAT - SIP-MLT Data Download 7580 Default
Server (HTTP) Port No.
NAT - SIP-MLT Data Download 37580 Default
Server (HTTPS) Port No.
NAT - SIP Proxy Server IP 10.0.0.1 Default: empty
Address (Change to Global IP) (Set PPPoOE Fixed IP address))
NAT - SIP Proxy Server Port 5060 Default:15060
No. Recommended changes
NAT - NTP Server IP Address 10.0.0.1 Default: empty
(Set PPPoOE Fixed IP address)
NAT - NTP Server Port No. 123 Default
NAT - Keep Alive Packet Type Blank UDP Default
You can select REGISTER
Or None
NAT - Keep Alive Packet 20 Default: 20 (sec)
Sending Interval Time (s) *Note 1
NAT - SIP Register Expire Time 20 Keep Alive Packet Type:

(s)

REGISTER only

*Note 1: This interval must be shorter than the NAT binding time of the router. The default value is

appropriate in most cases.

3.2-6 IP-PBX (NS1000) - Configure the Options of Recommended P2P Group (Example)

System options P2P Group

(2.9-Option 7)

Configuration example

Description

Priority Voice 1 G729 Default: G729
Priority Voice 2 G711 Default: G711
Priority Voice 3 None Default: G722




3.2-7 IP-PBX (NS1000) - Configure the Group of P2P (Example)

P2P Group (3.10) Configuration example Description
P2P Group 1 Default
P2P Group Name Empty Default: Empty
Bandwidth Control Disable Default: Disable
P2P Group 2 Default
P2P Group Name Remote Office Example

Bandwidth Control

Enable

Default: Disable

3.2-8 IP-PBX (NS1000) - Contents of Remote UT Extension (SIP-MLT) Settings (Example)

Item

[Port Property Main]

SIP Extension Number
Password
P2P Group

Option tab]
Codec Priority

[Remote Place tab]

Configuration example

301
1234
2

*1st: G729A/ 2nd:G711A/
3rd:G722Mu / *4th: G722

Description

Example
Default
Default:1

*1st: G722 / 2nd:G711A/
3rd:G722Mu / *4th: G729A

Phone Location Remote Default: Local
Protocol for Remote SIP-MLT HTTPs Default: HTTP

[Port Property Main]

SIP Extension Number 302 Example( If required)
Password 1234 Default

P2P Group 2 Default:1

Option tab]

Codec Priority

[Remote Place tab]

Phone Location
Protocol for Remote SIP-MLT

*1st: G729A/ 2nd:G711A/
3rd:G722Mu / *4th: G722

Remote
HTTPs

*1st: G722 / 2nd:G711A/
3rd:G722Mu / *4th: G729A

Default: Local
Default; HTTP

3.2-9 Maintenance PC - Contents of Network Settings example

Iltem

Maintenance PC IP address

Configuration example
192.168.0.200
(Example)

Description
(DHCP or fixed ; For fixed, confirm

usable IP address first)

Subnet Mask

255.255.255.0

Example

Gateway

Unused (in Fixed IP)

DNS

Unused (in Fixed IP)

10




3.2-10 Remote Office UT Extension - Contents of automatically downloaded settings via TR069.
(Example) * Notel: Unless specifically instructed to do so, please do not directly configure the
UT-SIP Phone via the web as this will interfere with the configuration

settings delivered by the PBX.

Item Configuration example Description
UT SIP Phone: IP address DHCP(Example, 192.168.10.1)
UT SIP Phone: Netmask DHCP(Example, 255.255.255.0)
UT SIP Phone: Gateway DHCP(Example, 192.168.10.254)
Registrar Server Address 10.0.0.1 (Set Head office WAN address of

(Change to global IP address) assigned to the SBC.)

Registrar Server Port 5060 SBC SIP receiving port

Proxy Server Address 10.0.0.1 (Set Head office WAN address of
(Change to global IP address) assigned to the SBC.)

Proxy Server Port 5060 SBC SIP receiving port

SIP Service Domain 192.168.0.101:5060 Example
PBX SIP Server Domain

Need to add a :port number

SIP source port 25060 Source port for outgoing SIP
* Measures for SIP ALG

function in Remote router.

NAT Identity Keep Alive Interval 20 (second) Example (Default: 20)
NAT Identity Supports Rport Yes Example (Default: Yes)
SIP extension Number 301 Example

Password pass301

SIP extension Number 302 Example (if required)
Password pass302

3.2-11 Remote Office Existing Router - Contents of main network settings

Item Configuration example Description
WAN global IP address Fixed IP or It will provide different IP Existing remote office router
address from ISP every time. WAN IP address.
LAN IP address 192.168.10.254 Existing remote office router
LAN IP address

3.2-12 Remote office router contents of port forward settings
It is not necessary to change any settings of the Router of the remote office when using a SIP
phone with “Keep-Alive” capability. (e.g.) Panasonic KX-UT series SIP Phones.
UT series SIP Phones can send the Keep Alive messages to the SBC (Blank UDP packets).

11




3.3 Media5 SBC Configuration Sheet (Connection type

: PPPOE Connection)

Section Part Item Setting value Description
Home Active Profile Security Low Select
Configuration Network Config Operational mode Router Default
WAN ETO used as Outside Select
WAN Access type PPPoE Select
WAN User test-user@provider Example
WAN Password abcl123 Example
DNS Server IP Address 172.16.255.1 Example
2nd (DNS Server Address) If required
LAN IP Address 192.168.0.254
LAN Subnet Mask 255.255.255.0
DHCP Server Enable
From: / To: 192.168.0.2 -50
SIP Server Allow to Register | Inside users All Select
Outside users All Select
Allow outgoing calls from All Select
Advanced Advanced SIP set | Far End Nat Traversal (FENT) Select the check
Detect endpoints behind same NAT Clear the check
Advanced Authorized Users | Method REGISTER
URI * Enter
Direction Inbound
Allow Select the check
Authentication Select the check
Authentication User IDs * Enter
Advanced Authorized Users | Method INVITE
URI *@192.168.0.101 Enter
Direction Inbound
Allow Select the check
Authentication Select the check
Authentication User IDs * Enter
Advanced Reuse received nonces Clear the check
SIP Proxy SIP Server UFP port numbers 5060
Advanced RTP media port range 35000-35999

Allow RTP in reverse direction

Select the check

Reuse port number with same

session

Select the check

Force Real Username on registration

Select the check

Trusted Networks

Check box

Clear the check

P-Asserted-ID

12




3.3 Media5 SBC Configuration Sheet (2/2) (Connectio

n type: PPPoE Connection)

Section Part Item Setting value Description
SECURITY | Port redirection Outside Port Inside Host
Profile:Low
TCP Local port: 7547 192.168.0.101 Remote UT-SIP Protocol type.
(CWMP port / HTTP) Select type: HTTP
TCP Local port: 37547 192.168.0.101 Remote UT-SIP Protocol type.
(CWMP port / HTTPS) Select type: HTTPs
TCP Local port: 7580 192.168.0.101 Remote UT-SIP Protocol type.
(Data download / HTTP) Select type: HTTP
TCP Local port: 37580 192.168.0.101 Remote UT-SIP Protocol type.
(Data download / HTTPS) Select type: HTTPs
UDP Local port: 123 192.168.0.101 Remote UT-SIP time server
(NTP port)

3.4 SBC Firmware Revision

Section

Installed Firmware

Device Information

5.35-M4

or Later

3.5 KX-NS1000 and UT-Extension Firmware Revision

Section Installed Firmware

KX-NS1000 IP-PBX Version

2.02039

or Later

KX-UT Phone Version Information

01.160

or Later

13




4. Initial set-up of the NS1000

(Note) The SIP remote extension(s) are registeredt o the V-UTEXT32 of NS1000 (Ver.2)

4.1 Start up software of web browser. (Internet Explorer Version 7 or later, Mozilla Firefox 6 or later)

4.2 Access the KX-NS1000 Web Maintenance Console page (using previously read IP address).
e.g. http://192.168.0.101/

4.3 Enter Username: INSTALLER , Password:1234  ---> Next, click on [Login ].

Web Maintenance Console

Username

IMSTALLER

Password

LDginJ

4.4 Access to initial web page (HOME) and Click on [Setup].

€ [ 1921680101 /WebMC/index home | |29 Gooel

ﬁ NS1000 | Web Maintenance Console

@ Login as INSTALLER

2 4 4 4 4
4 4 4 4 4
4 4 4 4 4

UpTime 0 days 0 hours 15 minutes

@ Panazonic System Metworks Co., Ltd. 2011-2012

14



4.5 Confirmation of Activation Key (To install if you need the Activation key.)
Click on [PBX Configuration ]-->[1.Configuration ] -->[1.Slot] --> [Activation Key ]

ﬂ NS1000 | Web Maintenance Console

B Login as INSTALLER

) vsers slot

& PBX Configuration
Select Shelf: Phys=ical

Virtual

Site 1 : NS100D W)

&= 1.Configuration

Refresh |

Summary | I Activation Key I IP-Phone Re

gistration |

M 2 Portable Station System Property |

Site Property. |

UN Card Propserty |

UN Port Property.

El 3.0ption

4.6 Confirmation of “IP Phone Capacity and IP Proprietary Telephone Activation (ch)
(In this case, IP Phone Capacity (ch):30 / IP Proprietary Telephone/IP:0 (Note *1).

Pre-installed

Activated feature

Activation key

Features in total

System total

B @ #

w“ key

IP Phone Capacity (ch) u]
IP Trunk (ch) ] 4 4 4 ‘r
IP Proprigtary TelephonedP Softy 0 u] 1] n]
I IP Proprietary Telephone (ch) & u] g g
SIP Extension (chi i 20 20 ST
Cne-look Metwork 1] 1] ]

©54 Install the IP Phone Capacity and IP Proprietary Te

lephone Activation key if required.

*Note *1): 30 IP-Extension can be installed to NS-1 000 without extra Activation Keys,
but for connecting IP Extension itself. User must p

when expand over 8 Telephones.

4.7 Confirm, then click [OK] to close page.

(8],

Cancel

|

[

urchase IP-Telephones Activation Keys

) .

Apply

)

15



4.8 Click on [PBX Configuration ] -->[1.Configuration ]-->[1.Slot]

--> Move mouse over [Site Property ]
@ Users slot

Select Shelf : Physical | Wirtual Legacy-GVifi1 Legacy-GW2 |

= 1.Configuration

E Refre=h | Close | Summary | Activation Key | IP Phone Registration |
W Z Portable Station || || |

i System Property UM Card Property | UM Port Property

Site Property

4.9 Select [Main] menu.

@ PBX Configuration
Select Shelf : Physical | \irtual Legacy-GIV1 Legacy B2 |

== 1.Configuration

_ Refresh | Cloze | Summary | Activation Key | IP Phene Registration |

A 2 Portable Station System Property |
=l 2.0ptien

(3 4 Clock Priority
[ 5.05P Resources

ety | umportproperty |

FAX Card
NEWHI

4.10 Click on [Port Number ], --> Confirmation of current parameter value
1. [UDP Port No. for SIP Extension Server]: 5060 (Default)
2. [CWMP (HTTP) Port No. for SIP-MLT]: 7547 (Default)
3. [CWMP (HTTPS) Port No. for SIP-MLT]: 37547 (Default)
4. [Data Transmission Protocol (HTTP) port No. for SIP-MLT]: 7580 (Default)
5. [Data Transmission Protocol (HTTPS) port No. for SIP-MLT]: 37580 (Default)

Site Property - Main

« Main VolP-DSP Options VolP-DSP Options 2 Port Humber LAN Status SIP Extension Echo Cancellation

Voice (RTP) UDP Port No. (Server) {12000
Voice (RTP) UDP Port No. (IP-PT / SIP-MLT) :|8000
UDP Port Ho. for SIP Extension Server : 15080
CWRMP (HTTP) Port No. for SIP-MLT L7547
CWRMP (HTTPS) Port No. for SIP-MLT 1 |3T54T
Data Transmission Protocol (HTTP) Port No. for SIP-RMLT ;7580
Data Transmission Protocol (HTTPS) Port No. for SIP-MLT : (37580
LOGIN Port Humber 1133321
CTI Port Number 1133333
Built-in Communication Assistant Server kXS

Note: These each parameter of PBX in LAN side are u  sing default value in this example.

Combination €

16



4.11 Configure SIP Extension into the IP-PBX (NS1000) for Remote SIP Extension.

Click on [SIP Extension ] --> Edit the each parameters

Site Property - Main

% Main VolP-DSP Options VolP-DSP Options 2 Port Humber LAH Status SIP Extension
Setting parameters assignhed to RBemote SIP-MLT
I HAT - CWMP Server IP Address c0.00A I
HAT - CWMP Server (HTTP) Port Ho. -ty
HAT - CWMP Server (HTTPS) Port Ho. L aTaaY
MAT - SIP-MLT Data Download Server (HTTP) Port Ho. e
HAT - SIP-MLT Data Download Server (HTTPS) Port Ho. L aTaa0
| HAT - SIP Proxy Server IP Address S 10001 I
| MAT - SIP Proxy Server Port Ho. . |S0B0 I
| HAT - HTP Server IP Address 2100041 |
HAT - HTP Server Port Ho. M b
HAT - Keep Alive Packet Type . | Blank LIDP b
HAT - Keep Alive Packet Sending Interval Time (s) |20 e
MAT - SIP Reqgister Expire Time (s} 220 :
*} Perform System Reset for changes to take effect
4.12 Click on [Apply ] and [OK] to close page.
ik | ‘ Cancel ;I Spply |
--> *) Perform System Reset for changes to take effect
[ Setting parameters assigned to Remote SIP-MLT ] ( Example)

NAT - CWMP Server IP Address : 10.0.0.1 (This is an example, Change to Global IP)
NAT - CWMP Server (HTTP) Port No. :

7547 (This is a default value.)

NAT - CWMP Server (HTTPS) Port No. : 37574 (This is a default value.)

NAT - SIP-MLT Data Download Server (HTTP) Port No.:
NAT - SIP-MLT Data Download Server (HTTPS) Port No: 37580 (This is a default value.)

7580 (This is a default value.)

NAT - SIP Proxy Server IP Address: 10.0.0.1 (This is an example, Change to Global IP)
NAT - SIP Proxy Server Port No.: 5060 (Recommended

changes) *Note Refer to 2. Approach (4)

NAT - NTP Server IP Address: 10.0.0.1 (This is an example, Change to Global IP)

NAT - NTP Server Port No.: 123 (This is a default value.)

NAT - Keep Alive Packet Type: Blank UDP (This is a default value)
NAT - Keep Alive Packet Sending Interval Time (s): 20 (This is a default value)
NAT - SIP Register Expire Time (s):20 (This is a default value.)
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4.13 Configure the P2P Group recommended settings. (Example)

*Note) We recommend that you consider the bandwidth of Internet access in each country,

to change the priority of voice Codec G729 the remote side.

Click on [2.System ] --> [9.System Options

] -->[Option7 ]

Configure each Priority Voice of P2P. --> Click on [Apply ].

@ Users

@ PBX Configuration

System Options

= Option 1 Option 2 Option 3 Option 4 Option & Option & (ET1)
L 1 Configuration
o~ P2P Grou
LJ 1.Date & Time p
i 2.0perator & BGM Priority Vaice 1
(L3 3 Timers & O e O ez
Counters
=] 4wWeek Table

[, 5 Holiday Table o .
Priority Voice 2

O e
O ez

O §.Numbering Plan
3 7.Class of Service

[J 2.Ring Tone
Patterns

Priority Voice 3
O G228
O G722

"‘ 10.Extension CID
Settings

I 11, Audio Gain
& 3.Group

3 4Extension
Video Conference

) Enabie

& 5.0ptional Device
£ 5 Featurs
3 71Rs

P2P Group Configuration
(Recommended settings)

O None
Priority Voice 1: Select [G729]
Priority Voice 2: Select [G711]
(Rl Priority Voice 1: Select [None]
(& None
Ok ;l ; Cancel ;l I Apply |

Enter the P2P Group Name: Remote Office (Example)

4.14 Click on [3.Group ] --> [10.P2P Group ] --> Enter Group Number “2" (Example)

Select [Enable ] in the [Bandwidth Control ] column for P2P Group that will be used

at a remote site.

5 PBX Configuration

&= 1.Configuration

& 2 Sy=tem 1

= 2.Group

ALL
Dizakle

[

2 Remoted flice '
3 1.Trunk Group = Thizable |
= i | Enable
T 4 Disable
i 3.Call Pick = -
I all Pickup s Disable
Group
z & Dizable
# 4& Paging Group i
= T - =
[ Eincoming Call y Dbl
Digtricution Group B Dizatle
43 & Extension g Disable
Hunting Group 10 Dieable
3 7.UM Grou
o 1 Disable
R 8.5 Ring Grou
PRS2 N DI {2 Dizable
"4, s.Conference =
13 Dizable
Group
I@w =0 I 14 Dizable
4.15 Click on [Apply ] --> Click on [OK]
| oIk I Cancel | | Apply I
. -
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5. Procedure for Installing Remote SIP Phone (Remot e V-UTEXT32).

There are 2 methods to install UT-SIP Phones (V-UTEXT32) at same local site as PBX and at remote
site.

[ Method 1 ]
Connect the UT-SIP Phone to the PBX, register the UT-SIP Phone to the PBX, and then configure

remote V-UTEXT32 settings using Web Maintenance Console.

[ Method 2 ]
Configure the UT-SIP Phone remote settings using the Web user interface of the UT-SIP Phone. You

do not have to connect the UT-SIP Phone to the PBX when using this method.

* Note)
1. AKX-NS1000 can work with only one SBC. Also, multiple sites can share an SBC.

2. KX-UT series SIP Phones can communicate over a NAT (Network Address Translation)-enabled
network only when communicating via an SBC from the KX-NS1000 to which the KX-UT series SIP
Phones are registered.

3. When an SBC is in use, packets from P2P communication also go through the SBC. Therefore, the

number of maximum calls is limited according to the maximum number of calls of the SBC.

4. When installing KX-UT series SIP Phones at a remote site where the time zone is different, those
KX-UT series SIP Phones will not match the Daylight Saving Time, and Time Display of the remote
site. The KX-UT series SIP Phones will act according to the time setting of the KX-NS1000 to which
the SIP Phones are registered.

However, if the KX-UT series SIP Phones are registered to a V-SIPEXT card and if an NTP server is
specified by the SIP Phone, the Daylight Saving Time and Time Display match the KX-UT series SIP
Phone setting.

19



5.1 Procedure for Method 1 with KX-UT Series SIP Ph  ones.
Configure the V-UTEXT32 card for KX-UT series SIP Phone registration.
* Note) This procedure differs according to the IP Terminal Registration Mode already set to your
KX-NS1000.For details about how to configure the V-UTEXT32 card in each mode, refer to

"Installation Manual 5.9.1 Registering IP Telephones".

5.1-1 Click on [PBX Configuration ] -->[1.Configuration ]-->[1.Slot] --> [Virtual ] --> [V-UTEXT32]

) Ysers Slot

& PBX Configuration
Select Shelf : Phy=zical |I Virtual I Legary-EE] | leaacy GIUE |

= 1.Configuration

Refresh | Clo=g | Summary | Activation Key | IP Phone Registration |

¢ 2.Portable Station System Property | Site Property | UM Card Property | UM Port Property |

= 3.0ption
V-SIPGWIE | wIPGWAS | vapExTI2 | vesiPEXT32 | wapcs4 | VUTEXT32

1 4.Clock Priority

3 5.05P Resources Virtual 32-Channel UT Extension Card
O 2 system Total number of cards 1 |
& J.Group

3 4 extension

I s.0ptignal Device

5.1-2 Move the mouse pointer over the V-UTEXT32 card (Virtual UT Extension Card).
A menu will be shown under the mouse pointer. --> Click on [Port Property ].

""r"_mE Card Property

. | Port Property

5.1-3 Select [2] (Example) in the P2P Group column for each UT-SIP Phone that will be used

at a remote site.

Main Option Secondary Setting Remote Place

Current
IP Address Program Ver. P2P Group P2P Group Hame
ALL w

152.168.0.10 01.167 1
192.163.0.15 01.160 Remotedffice
0.0.0.0
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5.1-4 Configure the [UT Codec Priority]
Click on [Option ] tab
Select UT Codec Priority- 1st: G729A
Select UT Codec priority- 4th: G722

Main Option Secondary Setting Remote Place

uT uT
Extension Extension SIP QoS Codec Codec
Number AL _DSCP Priority | Priority
Name —DS{:P st Ind

Priority
_4th
w | | ALl s ||all | laLlse| ALl w||atl s ALl s ALL w || ALL v
NS Enable G722 G714 GT11Mu  G.7294 20ms

301 N Enable 0 0 |e7ea |er11a £.711Mu 30ms

5.1-5 Configure the [Remote Place ]
Click on [Remote Place ] tab
Select [Remote] in [Phone Location ] column for SIP Phone that will be used at a remote site.

Select [HTTPs] in [Protocol for Remote SIP-MLT ] column for SIP Phone that will be used
at a remote site.

Main Option Secondary Setting
Extension o — < - T —— e Protocol for
Number fension Name onnection ne Location e ility Remote SIP-MLT

w AL ™AL v|[2lL
1 1 Virtual 1 Local Enable A
2 |1 Vitual 47 2 301 oz nable I HTTP= |
= 0 T Twiteal &7 2 15 1 " ramgLocal Enable |HTIF
4 1 Virtual 47 4 106 Fault Local Enable HTTP
5.1-6 Click on [Apply ] and [OK]
Ok Cancel Apphy

5.1-7 Reboot UT-Phone by “Power reset or RESET command " with UT- Phone manually.
The UT-SIP Phone will download Remote site settings automatically.

5.1-8 Please wait until UT-SIP Phone is received the Remote Extension configuration.
The UT-SIP Phone will download the Remote Configuration parameters.

The UT-SIP Phone will be shown on display as following message.

Connection error (90002)
Check server and set it.

* Note)

Depending on the model of the existing Router, you may be able to connect to the PBX
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5.1-9 After confirming remote connection to the PBX, re-pack the KX-UT series SIP Phone, and then
send it to the remote site. The UT-SIP Phone completed the settings.

Note:
When the KX-UT series SIP Phone is connected at the remote site, it should start normally.
If the KX-UT series SIP Phone cannot connect normally, import the configuration file of

“UT_ACS_HTTPS_01NS1000.cfg or UT_ACS_NS1000.cfg” again as with "Procedure for
method 2" using the Web user interface after initialize.

5.1-10 Unpack the UT-SIP Phone and connect it to the LAN.
The UT-SIP Phone will connect to the Head office PBX via SBC.
And, the UT-SIP Phone will be shown as following on display (Example).

9 OCT 12:00 TUE
301

5.1-11 Please check the Basic outgoing and incoming calls.
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5.2 Procedure for Method 2 with KX-UT Series SIP Ph  ones.

* Note)
Configure the SIP Phone remote settings using the Web user interface of the SIP Phone.

You do not have to connect the SIP Phone to the PBX when using this method.

5.2-1 Click on [PBX Configuration ] -->[1.Configuration ]-->[1.Slot] --> [Virtual ] --> [V-UTEXT32]

@ Uzers Slot

& PBX Configuration
Select Shelf : Phy=zical |I Virtual I Legary-EE] | legacy -G |

= 1.Configuration

E Refresh | Closs | Summary | Activation Key | P Phone Registra’(inn|

1 2.Portable Station System Property | Site Property | UM Card Property | UM Port Property |
= 3.0ption
@ 4 Clock Priocty V-SIPGWAE | VIPGWAS | VIPEXTI2 | V-SIPEXT3Z || VIPCS4
{3 5.DsP Resources Virtual 32-Channel UT Extension Card
0 z.system Total number of cards | 1 |
& J.Group —
3 4 Extension

I s.0ptignal Device

5.2-2 Move the mouse pointer over the V-UTEXT32 card (Virtual UT Extension Card).

A menu will be shown under the mouse pointer. --> Click on [Port Property ].

""r"_mE Card Property

- | Port Property |

5.2-3 Select [2] (Example) in the P2P Group column for each UT-SIP Phone that will be used

at a remote site.

Main Option Secondary Setting Remote Place

Current
IP Address Program Ver. P2P Group P2P Group Name
ALL W

152.168.0.10 01.167 1

0.0.0.0 RemoteQffice

0.0.0.0

23



5.2-4 Configure the [UT Codec Priority ]
Click on [Option ] tab
Select UT Codec Priority- 1st: G729A
Select UT Codec priority- 4th: G722

Main U|JtIDI1 Secondary Setting Remote Place

uT
Extension Codec
5 Dial = 5
Number Connectio peed Dial } e i
-1s -2nd

I [a (88| ALL w | |ALL (s | ALL [ |ALL |s||ALL || ALL s |ALL ALL v
1 201 ms  Enable 0 G722 GTHA GT1MY  |G729A  20me
2 301 Fautt  Enable 0 0 G.7284 |BT11A G711 G722 20ms

5.2-5 Configure the [Remote Place ]

Click on [Remote Place ] tab

Select [Remote] in [Phone Location] column for SIP Phone that will be used at a remote site.

Select [HTTPs] in [Protocol for Remote SIP-MLT ] column for SIP Phone that will be used
at a remote site.

Main Option Secondary Setting Remote Place

Extension : : ) - Protocol for Remote
Humber Extenzion Hame Connection Phone Location Web-MC Ability

SIP-MLT
| [ | AL v ALL v ALL v AL v
20

S Local Enahle HTTP

301 Fautt Femuote Enahle | HTTPg | %

5.2-6 Click on [Apply]

[

Ok Cancel Apphy

5.2-7 Save the System Data.

u
Click on [Save System Data ] I.El
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5.2-8 Have to make the [UT_ACS_HTTPS_01NS1000.cfg ] file on using NS1000.
Note)* The [UT_ACS_HTTPS_01NS1000.cfg] is made ats ystem startup.
Therefore we have to reboot the NS-1000 only once,  but we do not need this every time.

(Need when configure the [Setting parameters assign  ed to Remote SIP-MLT] Site Property)

©6 0O

Click on [System Contro 1] --> [4.System Rest ] --> [Backup ] (Just in case) --> [OK] --> [OK]

Click on [Maintenance ] -->

(B Status System Reset

Select Site

5] 1.Program Update

& 2MoH Before restarting the system, please check the system data.

2 Fax Card

If you restart using the present memory data, you must backup

o 4. System Reset
- the system data to the storage memory. (Click Backup)

a.syetem Shutdown

:;;': ~ool If you restart using new system data (using files that were

b transferred) you must not backup to the storage memory.
. (Click Skip)

9 LHility

Note: Slave units will be rebooted by performing System Reset
of Master unit.

5.2-9 Access the KX-NS1000 Web Maintenance Console page again , after the PBX re-starting.

5.2-10 Access the [Maintenance Page]
Click on [Utility ] --> [2.File] --> [2.File Transfer PBX to PC ]

@ Slatuz

iy
‘@,ﬁ Sy=stem Control

A
};.\f) Tool
‘Ej Utility

] 1.Diagnesiz

= 2 Fie

™m 1.File Transfer PC
in PR

"ﬁ 2.File Tranzsfer
PEX to PC

5.2-11 Click on [Next Page ] and Please find the [ACS_File].

F&gﬂ_uf? (S S 2
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5.2-12 Click on [UT_ACS_HTTPS_01NS1000.cfg ] line.

File Transfer PBX to PC

T R
PFPGA 017022010 221148 2014594 bytes
REGION 01/0142011 01:45:36 26 bytes
STACKLNT 08/20/2012 10:42:40 36 byte=

UT_ACS 01MS1000.cfg 091 02012 14:13:22 111 bytes

5.2-13 Click on [Transfer ]

Tranzfer Cancel

5.2-14 Save as to in Maintenance's PC folder.
File Name: UT_ACS_HTTPS_01NS1000.cfg

5.2-15 Distribute to the PC to install this file.

5.2-16 The NS1000 completed for the settings of remote UT-SIP extension.

Next, we have to access to UT-SIP Phone web setting  page.

5.2-17 Allow to access the UT SIP Phone’s web page
Enter [Setting ] on UT-SIP Phone --> Enter [#], [5], [3], [4] --> Select [On] --> [Enter]

5.2-18 Confirm the assigned IP address for UT-SIP Phone.
Click on [Setting ] on UT-SIP Phone --> Select [Information Display ] --> [Enter]
--> Select [IP Address ] 192.168.10.1 (Example) --> Enter [CANCEL] Key
Access the UT-SIP Phone web page. http://192.168.10.1/ (Example)

5.2-19 [Operator Login]
Username: instoperatoruserid

Password: instpass
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5.2-20 Click on [Maintenance ] and then Click on [Browse... ]

Panasonic
KX-UT113 Network Telephone Maintenance

Import Configuration File

[ Webk Port Close ]

Maintenance import Configuration File

Configuration File Type & Standard O Product O Master
St il Stz SN
File Name | Browse.. ]

Provisioning M'

5.2-21 Find and Select the [UT_ACS_HTTPS_01NS1000.cfg ] file
And Click on [Import]

Import Configuration File

Configuration File Type & Standard O Product O Master
Encryption O Yes G No
File Name (Ctemp\UT_ACS_HTTPS_01NS1000 cfg [_Browse.._|

Import

5.2-22 Confirm [Complete ]
Import Configuration File

Complete

Import Configuration File

Configuration File Type & Standard O Product O Master

Encryption OYes & No
You will now download the remote UT-SIP Phone (V-UTEXT32) configuration.

5.2-23 Register the UT-SIP Phone (V-UTEXT32) by NS1000 registration.
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5.3 Registering IP Telephones

After the programming of the PBX and IP telephones is finished

(refer to "5.8 Assigning Networking Information to IP Telephones” in the Installation Manual), the IP
telephones must be registered to the PBX.

The procedure for registering IP telephones differs according to the IP terminal registration mode
specified during the Easy Setup Wizard. This setting can also be changed in the Site Property -

Main screen of the Web Maintenance Console (refer to "9.5.1 PBX Configuration - [1-1] Configuration
- Slot - Site Property - Main - Main - IP Terminal Registration Mode" in the PC Programming Manual).

Refer to the following table:

1.Full Automatic mode 2. Extension Input mode 3. Manual Mode

UT Series Yes No Yes

(V-UTEXT32)

{0 Users Site Property - Main

E‘ PBX Configuration

- “ VolP-D5P Options VolP-D5P Options 2 Port Humber LAH Status 5IP Extension

L= 1 Configuration
=150t Storage Memory Size
#T. 2 Portable Station Multisite Connection Ability *) | Enable v
o] )
== 3 Option
- Isolated Mod o D
.'.“__-4.Clnck Ftary =olate ode . | Disable hd
] 5 DSP Resources P2P Group 1 o

L 2.5ystem P2P Group Hame

0 3.Group

0 4 Extension IP Terminal Registration Mode

0 5.0ptionsl Device

CJ 5 Feature &) Manusl () Full Automatic ) Extenzion Input

[ o

5.4 Full Automatic Mode
If networking settings have been completed, when IP-PTs or KX-UT series SIP Phones are connected
to the same network as the PBX, they will be registered automatically. No registration procedure is

required.

5.5 Extension Number Input Mode

For KX-UT Series SIP Phones

If networking settings have been completed, when KX-UT series SIP Phones are connected to the
same network as the PBX, they will be registered automatically as same as when they are registered

in Full Automatic mode. No registration procedure is required.

*Note)
UT series do not support “Extension Input Mode”, so even if you set registration mode to
“Extension Input Mode”, the way of registration is same as “Full Automatic Mode”.

Please refer “Full Automatic” explanation.
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5.6 Manual Mode
5.6-1 Manual Mode (Example)
Select the Port Property — Virtual UT Extension --> Click on [Registration ]

Port Property - Virtual UT Extension

Regigtration | De-registration | FnroadDe—registratiu-rL| SIP-CS Vieb |

Main Option Secondary Setting Remote Place

Extension
Extension Name Telephone Type Connection
N umber

ALL v ALL

1 1 Wirtual a7 1 201 ut NS

z |1 Virtual 4 |2 301 uT Fautt

5.6-2 Select Extension Number for Registration (Example)
Click on [Next] --> [Next]

UT Extension Registration Wizard x

Available Extension Number Selected Extension Number for

F{Bgl sfraflon

_;
=
o
>

I Next I Cancel

5.6-3 Wait a [Registration Executing ]

UT Extension Registration Wizard X

Registration Executing
L E I I |

5.6-4 Confirm [Registration Completed ] and click on [Close]

UT Extension Registration Wizard X

Registration Completed
1 m o

Close




6. Initial setting of the Mediatrix SBC (Mediatrix 500 series)

6.1 In Preparation of Network

6.1-1 The SBC has a default IP address of 192.168.0.1, Subnet mask: 255.255.255.0
Connect the ET1 of SBC and maintenance PC Network directly.

LLEECEEE YRRy EEee e gy ere ey tereeetd
ETO/\/AN ET1 ET2 ET3 ET4

The SBC’s DHCP server function is running with the SBC, it's default setting.
In this document, the Network setting is described using obtain an IP configuration automatically.
As a matter of course you can use static IP address.

6.1-2 Confirmation of PC LAN settings to allow setup of Mediatrix SBC

[View Network Connections ] Select the LAN in use.

'.3 Network Connections

File

Edit wiew Favorites Tools Advanced Help

'.__;,..:'5-'3"'-:' '_.d) Iﬁ /':] Search [J}_ Folders *

!_!; Metwork Connections

Address

. * LAl or High-Speed Internet

[l'_él Create a new s_!li g:’% %

connection

Local Area Wireless iLocal Area
Connection 2 Mehwark. .. iConnection:

#3 Setupa home or small
— office network

& Change Windows
Firewall settings

6.1-3 [Local Area Connection Properties ] — Right click and Select the [Properties ].

LAN or High-SEggd Internet

- £ .-:
2L o B
| i
Local Area Wireless A D_ I:uI —1
Connection 2 Metwork... a1
| Status
Repair

Bridoe Connections

Create Shortout

Rename
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6.1-4 Select [Internet Protocol (TCP/IP) ]and Click on [Properties ].

- | ocal Area Connection Properties

General | Advanced |

Connect using:

HR Marvel Yulcon B2E2042 FPCI-E Fast E
This connection uses the following tems:

1= 05 Packet Scheduler ~

v & Metwons Monitar Linver

%] intemet Protocal (TCP/IF) -
t

< |

N .

Description

Transmission Control Protocol/Intemet Protocol, The default
wide area netwark protocol that provides communication
across diverse interconnected networks,

Show Icon in notification area when connected
Motify me when this connection has limited or no connectivity

[ ok |[ cance |

6.1-5 Confirmation of Network Properties and Click on [OK].

Internet Protocol (TCP/IP} Properties

Enter IP Address and Subnet mask for My PC

General | Atemate Corfiguration |

You can get |P settings assigned automatically f wour networnk supports

this capability . Otherwise, you need to ask your network administrator for

the approprate |F settings. Example
Select the check box

{®0btain an IP address automatically: Obtain an IP address automatically
Click to [OK] --> [Close]

A

() Use the following P address:

|P-addres: | |

%) Obtain DS server address automatically
) Usg the following DMS server addresses:

[ OK ][ Cancel ]
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6.1-6 Program start up [Command Prompt ] (Start --> Accessories --> Command Prompt )

--> Enter “ipconfig /all “and to check the currently IP Address

e+ Command Prompt

C:s2ipeconfig Aall

Yindows IP Configuration

Host Hame . . . PC-PCCA?86B378E

Primary Dns Suffix-

TR
=
(=]

t local.lan

[ B T S I |

Mode Type . . . . . Unknown
IP Routing Enabhled.
WIN: Proxy Enabled. Mo

DNS Suffix Search Li
Ethernet adapter Wireless Hetwork Connection:
Hedia disconnected

Intel{(R> WiFi Link 5188 AGN
#8-22-FA-98-E8-38

Media State . . . . . . . . . . .
Description . . . . . . . . . . .
Physical Adderess. . . . - . . - .

Ethernet adapter Local Area Connection:

local.lan
Marvell Yukon BE8EBB42 PCI-E Fast Eth

Connection—specific DHS Suffix .

Description . . . . . . . . . . .
ernet Controller

Physical Address. . . . - . . . .

#8-24-81-58-78-EE

Leaze Obtained.
Lease Expires .

Friday, July 13, 2012 1:18:37 PM
Friday, July 13, 2812 5:18:37 PM

1 _Enahled : Yes

Autoconf iguration Enabled . - . = Yes
IF Addwess. . . . . . . . . . . = 192.168.0.31
ubnet Mask . . . . . . . . a2 o o &
Default Gatewaw . . . . . . - . = 192 . 168.8.1
DHCP Server . . . S v &n & - . = 192 .168.8.1
DNE Servers . . . - a e - - = 192.168.8.1

6.1-7 Enter [ping 192.168.0.1 ] then confirm the replying from the Mediatrix SBC.

C:s>ping 192.168 8.1
Pinging 192.168.8.1 with 32 hytes of data:

Reply from 192.168.8.1: hytes=32 time<ims TTL=128
Reply from 172.168.8.1: hytes=32 time<ims TTL=128
Reply from 192.168.8.1: hytes=32 time<ims TTL=128
Reply from 1722.168.8.1: hytes=32 time<ims TTL=128

Ping statistics for 192.168.8.1:

Packets: Sent = 4. Received = 4. Lost = 8 (8% loss),
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms
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6.2 In Network Configurations (1)

6.2-1 Access to Web Home and Click on [Log in ]. Example http://192.168.0.1 /

Address [@ bt /f192. 168.0, 1f

W

Mediatrix’

b Login
1
I 11 @ Online User Manual
Active Profile
b UserLogin

Firmware:

Version: 5.35-beta Built: Jun 7 2012 17;40:54
+Check for newer

6.2-2 To Enter Network Password Username: admin / Password: admin (Default).

Enter Network Password

%(@> This secure WWeb Site {at 192.168.0.1) reguires you to log on.

Pleasze type the User Name and Password that you use for
WebAdmin.

User Name | [zdmin .2

Password

[T Savethis password inyour password list

O | Cancel
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6.2-3 Access to initial web page (HOME) --> Click on [Network ]

Mediatrix’

“ .
tions
MNetwork
11 Administration
111 Upgrade
Active Profile:
ol

6.2-4 Confirmation of LAN settings

\

Applications:

SIP Switch Overnview
SIP Server

E-mail

USB Web Server

Status:

MNetwark

Firewall Rules
SIP Sessions
SIP Users

USB Web Server

Logs:

Log Configuration
System Log
Firewall Log

SIP Log

Call Log

LEEEEEE JpEEEE e e e e e eee et
ETO/\WAN ET1 ET2 ET3 ET4

L

|

LAN ?,' ET4 ?,' Activat
Upgrade
IP Address 1B Address

1192 168.0.1 |||

These are default setting value.

Subnet Mask
2552552550 |
DHCP Server
From:

1192.168.0.31 |
To:

192 168 0 61 |

6.2-5 Configure LAN IP Address
Click on [Apply ]

subnet Mask

255,255 255.0

DHCP Server
From:

1192.168.30.31

To:

1192 168 30 61

LAN

inside ¥

IP Address

192 168.0 254

Subnet Mask

1255 255 255 0

DHCP Server
From:

1192.168.0 2

To:

1192 168 0 50

Apply [ Apply & Return ]

Subnet Mask and DHCP Server Range (From To).
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6.2-6 Access to Web Home with New IP address and Click on [Log in ].
Example http://192.168.0.254/

Home Configurations  Applications Status Logs Help

A Changes made! Click here to save permanently (Reboot the unit to cancel changes)

Mediatrix’

\9 Configurations: Applications: Status: Logs:
Network SIP Switch Overview Netwark Log Configuration
Security SIP Server Firewal Rules System Log
N Administration E-mail SIP Sessions Firewall Log
111 Upgrade USB Web Server SIP Users SIP Log
Active Profile: USB Web Server Call Log

@ Online User Manual

X Configuration Wizard

6.2-7 Click on [Click here to save permanently ]

Home Configurations Applications Status Logs Help

& Changes made! | Click here to save permanaently |

(Reboot the unit to cancel changes)
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6.3 In Network Configurations (2)

6.3-1 Move mouse over [Home] and Select [Overview ]

Home Configurations Applications Status Logs Help

" Mediatrix®

6.3-2 Select Active Profile: [Low ] and Click on [Change ]

Overview
Log in
Log out

11 Administration
111 Upgrade
Active Profile: L';
High w .’ /
High Active Profile:
AlConf
Blocked Change

6.3-3 Click on [Click here to save permanently ]and then Click on [Network ].

Home Configurations Applications Status Logs Help

& Changes made! | Click hiere to save permanantly | (Reboot the unit to cancel changes)

5.3-4 Confirmation of Active Profile: [Lo] and Click on [Network].

> ions: Applications: Status:
Network | SIP Switch Overview  Netwaork
Security SIP Server Firewall Rules
! Administration E-mail SIP Sessions
/ f'f Upgrade USB Web Server SIP Users
Rt Profis: USB Web Server

6.3-5 Confirmation or Selection of Operational mode: [Router]

Network Configuration © @

Operational mode |Router v

SIFarator
WAN SIParator 1

Internet WAN SIParatar 2

| LAM SlParataor
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6.3-6 Network Configuration
[ETO Settings]-- Select the Access type: [ PPPOE ]

-- User: test-user@provider.com
-- Password: abc123
[DNS Server]

-- Clear the check box [Obtain automatically] Example (if it be provided)
-- IP Address: 172.16.255.1 Example, (Change to Global IP)

i i © &
Network Configuration ‘€% operational mode [Rovter I
Internet
ETO used as | outsids _‘_’_ 7
1P Address |10
Subnet Mask
DNS Server i
Access type | [] obtain automatically
User test—user@prnvider.cl tiean) 172,16 955 1
2:nd
Password seneee |
MAC addreas Default Gateway
LECETEE Lt e ey e ey s
ETO/WAN ET1 ET2 ET3 ET4
i i 1 i [ | 1 [ | [ | i} [ | ™1
6.3-7 Click on [Apply ]
Apply [ Apply & Return ]

6.3-8 Click on [Click here to save permanently ]

Home Configurations Applications

Changes made!

Status Logs Help

(Reboot the unit to cancel changes)

A

Click here to save permanently |
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6.3-9 Connect to SBC ET1 (to ET4) and Maintenance PC for existing LAN segment.

|_|<:]|_| LI Lr LI LT Lf LI Lf L{ Lf L
LEECEEEE fEEEer e fp et ey e e g Leeeer |
ETO/\WAN ET1 ET2 ET3 ET4

1 = 1 = = = = ] im! m

/ ,’% ff ? -

/ /

/ Y

/ /

[Note] Connect the WAN. Connect to the LAN

6.3-10 Reboot the SBC (Recommended operations)

Select [Configurations ] --> [Administration ]

Configurations JF:Te]ul = alel ) RN F= Logs Help

Metwork
Advanced
MAC address e~
Dynamic DMS A ® > ®
Local DMS Server e 'a fr'x

DHCP Advanced

)

:

Securicy
High 2
¥ Low (active) Configurati
AlrConf Network
s - Security
Scheduler | Administratic
Ungrade P Uparade
6.3-11 Click on [Reboot ]
2
Reboot
[ Save Permanently ] Save all changes in permanent memory
[ Factory Reset ] Return to settings as delivered, then restart
[] Also reset operator selection
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6.3-12 Wait for Rebooting.

Rebooting, please wait...

6.3-13 After rebooting --> Configure the IP Address, execute the release and renew.

(Example, dynamic addressing)

e Command Prompt

C:sripconfig srelease

Windows IP Configuration

dia disconnected.
IP Address for adapter Local Area Connection has already been released.

C:nipoconfig srenevw

Mindows IP Configuration

Mo operation can be performed on Wireless HMetwork Connection while it has its me
dia disconnected.

Ethernet adapter UWireless Hetwork Connection:
MHedia State . . . . . . . . . . . & MHedia disconnected
Ethernet adapter Local Area Connection:

IGunnectlun specific DNS Suffix

r |
IP Address. . & & « & =« = & =« « « = 192_.168.08.5 I
I8ubnet Mask . . . . . . . . . . . = 255 955 95 @
IDefault Gateway . . . . . . . . . = 192.168.8.254
L —————————————————————————— -

6.3-14 Enter the ping 192.168.0.254 on Command Prompt. ---> Confirmation of Reply.

Ci¥oping 192.168.0.204

Pinging 142.168.0.204 with 32 hvtes of data:

Feply from 192.168.0.7204: bytes=32 timelIms TTL=178
Feply from 192.168.0.204: bytes=32 timedins TTL=128
Feply from 192.168.0.204: bytes=32 timedIms TTL=128
Feply from 192.168.0.204: bvtes=32 timedIms TTL=128

Pirg statistics for 192,168,0,254:

Packet=: Sent = 4, Received = 4, Lost = 0 (0% los=],
boproximate round trip times in milli-seconds:

Mirimum = Oms, Maximum = Oms, bdveraze = Oms

Mo operation can be performed on Wireless Network Connection while it has itz me |
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6.3-15 Confirm the Network Configuration
Access to web using new IP address and login again. http:// 192.168.0.254/ (Example)
Click on Configuration [Network ]
And then confirmation of Operational mode: [Router]
And ETO settings / DNS / Default Gateway / SIP Routing Trough Extern Firewall settings.

Network Configuration &©@ Operational mode |Router ] @

Internet

ETO used as ?,

IP Address

Subnet Mask | - E:
DNS Server G

Access type F'F'DEV [l obtain :automatically

User §test—user@prnvider.c§ - Addresz ?1?2'15'255'1

Password

Default Gateway
IP Address 1000

MAC address
Dynamic DNS

Network Configuration
[ETO Settings]-- Select the Access type: [ PPPOE |

-- User: test-user@provider.com

-- Password: abc123

[DNS Server]-- IP Address: 172.16.255.1 Example, (Change to Global IP)
LAN Configuration

[IP Address]: 192.168.0.254 / Subnet Mask 255.255.255.0 (Example)

[DHCP Server]: Enable / From: 192.168.0.2 — 192.168.0.50 (Example)

LAN 7

IP Address
192168.0254 |
Subnet Mask
2552652650 |
DHCP Server
From:

1192.168.0 2 |
To:

1192 168 0 50 |

[Note] Need to factory-reset the SBC if you need to select the operational mode after once

select it.
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6.4 In SIP Server Setting
6.4-1 Move Mouse over [Applications] --> and Select [SIP Server]

Applications Status Logs

SIP Switch Cvervienw

SIP Switch Advanced
SIP Trunk
SIP Advanced
Certificates

E-rnail

LISE web Server

6.4-2 Select Allow to register
-1. Inside Users: [All] (Default)
-2. Outside Users: [All]
-3. Allow outgoing calls from: [All]
-4. Select the check box [and from others after authentication ] (Default)

SIP Server €2

General SIP Server Settings il
[] Use as SIP server for domain(s) | |
Authentication Realm ® |u59 client's domain niame
[] also apply number processing to dl:umam(S}
allow to register: Inside users
Outside users All w

allow outgoing calls from Al w

and from others after authentication

[] Match full SIP URI for incoming calls
(E.g. "peter@company.com" instead of just "peter" must match.}

6.4-3 Click on [Apply ]

[ Applw ] [ fpply & Return

6.4-4 Click on [Click here to save permanently ]

Home Configurations Applications Status Logs Help

& Changes made! Click here to save permanently (Reboot the unit to cancel changes)

Mediatrix’
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6.5 In SIP Switch Advanced
6.5-1 Move Mouse over [Applications ] --> and Select [SIP Switch Advanced |

Applications Status Logs

SIP Sweitch Creerview

SIP Advanced
Certificates
E-rnail
LISE web Server

6.5-2 Enter the Authorized User. Example
Ext: 301/ SIP Address: 301@192.168.0.101/ User ID: 301/ Password: 1234
Ext: 303/ SIP Address: 302@192.168.0.101/ User ID: 302/ Password: 1234

SIP Accounts and Incoming Call Processing

External voice mail sewer| |{dnmain; IP address or

[ allow external callers to use internal numbers

Accuuni.: Ext. ?IP Address_ Authentication Comment Dyn.
type g) on W (e.g. "peter” if petar@...) User ID Password Regs.
| User V| | |te5tme:IVRl | |tEEtrr|E | |-ul"""-| |IVR port 1 | 1
| User v | |testsarvice; VR 2 | |testservi [seeesssee| [1vR port 2 | 1
User v||301  |[[z01@is2.188.0.101 1201 | |esssens || | o
User v|[z02  ||z0z@132.188.0.101 (202 |[essesss || | o
T |- I | o
e[| | | o | | o

6.5-3 Click on [Apply ]

Apply | [ dpplv & Return

6.5-4 Click on [Click here to save permanently ]

Home Configurations Applications Status Logs Help

& Changes made! Click here to save permanently (Reboot the unit to cancel changes)
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6.6 In SIP Advanced
6.6-1 Move Mouse over [Applications ] --> and Select [SIP Advanced |

Applications Status Logs

SIP Switch Overview

SIP Server
SIP Switch Advanced
SIP Trunk

SIP Advanced
Certificates
E-rnail
LISE Web Server

6.6-2 Configuration of Advanced SIP Settings
-1 Select the check box [Far End Nat Traversal (FENT) ]
-2 Clear the check box [Detect endpoints behind same NAT (for shortest medi  a path)]

-3 Enter the Authorized Users:

Method Direction Allow/Authenticate Authentication User ID
REGISTER * Inbound Check / Check *
INVITE *@192.168.0.101 Inbound Check / Check *

-4 Clear the check box [Reuse received nonces |

Advanced SIP Settings €2

’ Get default values l

Far End Nat Traversal (FENT) ?
- Keep-alive packets interval UDP |60 | seconds TCP 300 | seconds
(to keep SIP communications alive for clients needing FENT)
- Type of keep-alive packets [¥] SIPp REGISTER SIP OPTIONS
[ petect endpoints behind same NAT (for shortest media path)

Authorized Users ?
Method URI Direction Allow Authenticate Authentication User IDs
REGISTER * inbound % *
IMWITE #@192 168010 | inbound w *
outbound | » F] F]
outbound » F] F]
L1 allow BEC 2069 suthentication
-] reuse received nonces
Preferred JUP L authentication) [auth hd
Brute force attack protection, allow |3 authentication attempts within an interval of 30 | seconds
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6.6-3 Configuration of SIP Proxy
Enter the SIP Server UDP port number: 5060 (Default: 5060)

SIP proxy ¢
Maximum number of active sessions

Maximum number of registrations per user

L || |
o
=
=

Timeout before registration expires seconds
Call time out 3600 seconds
Enable SIP session timer

Default ring timeout seconds
Maximum ring timeout 300 seconds

SIP Server LUDP port numbers 5060
SIP Server TCP port numbers 5060

SIP Server TLS port numbers 5061

B

6.6-4 Configuration of Advanced and you can confirm the RTP port range in this page.
-1 Select the check box [Allow RTP in reverse direction ]
-2 Select the check box [Reuse port numbers within same session |

-3 Select the check box [Force Real Username on registrations |

Advanced
SIP (3xx) redirection handling Handled by this unit v|
TCP connection timeout 10 seconds

Max number of media streams per SIP request |5
Accept text plain, text html, *./* |

O] always record route
Music on Hold URI |

allow multiple ETP media senders fllow any zource IP addresszes

allow RTP in reverse direction_|

Trim RTF header

Reuse port numbers within same session_|

Feuse port numbers when changing media (e.g. T.358 FAX)
Spoof protection

RFC 3261 Loose routing

Disable change to TCP (large messages)

=] E E EEIO]E




6.6-5 Configuration of Trusted networks
Clear the check box [Enable]

Trusted networks {RFC 3325)

accept identity in From header
Default Privacy Policy

IP address range
Begin End Protocol Trusted certificates Group
| Ay V| | Al installed trusted cert V| | futhenticated V|

| By V| | All installed trusted cert V| | futhenticated V|

6.6-6 Click on [Apply ]

[ Apply ] [ fpply & Return

6.6-7 Click on [Click here to save permanently ]

Home Configurations Applications Status Logs Help

& Changes made! | Click here to save permanently | (Reboot the unit to cancel changes)
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6.7 Configure the Port Redirection

6.7-1 Move the mouse pointer over the [Configurations ].
A menu will shown under the mouse pointer --> Click on [Security Low (active) ].
Configurations Applicatio
Metwork
Advanced
MAC address
Dynamic DMS

Local DMS Server
DHCP Advanced

Security
High
Cl d
AlCont
Administration
Scheduler
Upgrade
6.7-2 Configure Port redirection into the NS1000 for TCP connections and UDP connections.
Port redirection ' 2
TCP connections UDP connections
outside inside inside outside inside inside
port{s) host port port(s) host port
7547 | [192.168.0 101 | |l [123 | [192 168 0 101 | |
37547 | [192.168.0.101 | m B | |
7580 | [192.168.0.101 | [l | | |
37580 | [192.168.0.101 | |

Contents of Port redirection (also known as Port forwarding) Settings (Example)

Protocol Out side Port (s) Inside Host Description
CWMP(HTTP) 7547 192.168.0.101 Send CWMP to PBX
(TCP) (PBX LAN IP address)
CWMP(HTTPS) 37547 192.168.0.101 Send CWMP to PBX
(TCP) (PBX LAN IP address)
SIP-MLT Data 7580 192.168.0.101 Send Data to PBX
Download(HTTP) (TCP) (PBX LAN IP address)
SIP-MLT Data 37580 192.168.0.101 Send Data to PBX
Download(HTTPS) (TCP) (PBX LAN IP address)
NTP 123 192.168.0.101 Send NTP to PBX
(UDP) (PBX LAN IP address)

6.7-3 Click on [Apply ]

Apply [ Apply & Return ]

6.7-4 Click on [Click here to save permanently ]

Home  Configurabons  Applications  Status Logs Help
& Changes made! | Click here to save permansntly | (Reboot the unit to cancel changes)
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7. Operation

Try the basic calls.

We confirm the following operation by settings in this Reference Guide.

7-1 Incoming Call and making Call

The Caller ID is displayed on the LCD screen of Panasonic UT-SIP Extension and SIP Extension.

7-2 Conversation with G.722 G.711 and G.729
The more than single codec is already set in KX-NS1000 (V-SIPEXT)

7-3 Holding Call and retrieving Call held
These features are confirmed by KX-NS1000 control.

7-4 Transferring Call
The transferring Calls are confirmed by KX-NS1000 control.

7-5 Call forwarding (V-UTEXT32 Registered)

These features are confirmed by KX-NS1000 control.

* Note* This feature does not work as using registration of SIP extension (V-SIPEXT32).
Restriction on the use of standard SIP Extension (V-SIPEXT32).
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8. How to reqister 3rd party SIP Phones

Procedure for Installing Remote SIP Phone (Remote V. -SIPEXT32) if required.

This PBX supports the use of 3rd party SIP Phones ¢ onnected from a remote office over an IP
network through an SBC.

SIP Phones can be set up by simply connecting the P hones to the LAN at the remote office.

If the customer has needs, we can register the 3rd party SIP Phones.

For example, the Media5fone. They have to setareg istration method of V-SIPEXT.

8.1 How to make the new SIP Extension (Example)

8.1-1 Configuration of the SIP Extension into the IP-PBX.
Click on [Virtual ]

@ Uszers Slot
& PEX Configuration
4 g Virtual
= 1 Configuration Refresh | Close | Summary | Activation Key | IP Phone Registration |
2 4. 4. 2 2 4
== 1 Slat . s \ \
, System Property | Site Property | UM Card Property | LM Port Property |
41 2 Portable Station S - S - S - J
8.1-2 Click on [V-SIPEXT32]
@ Users Slot
& PEX Configuration P ical
(= 1 Configuration Refresh xl Cloge xl SUmmEry xl Activation Key xl IP Phone Registration xl
E= 1 Slot . . . .
P vap—— __ System Praperty xl _ Site Praperty xl LM Card Property xl UM Part Progerty xl
= 3.0ption V-SIPGWAE | VIPGWAE || VIPEXT32 V-SIPEXT32 | WIPCS4 | V-UTEXT32

(2 4 Clock Priority

1 505 Resources Virtual 32-Channel SIP Extension Card

Total number of cards |0
3 2 System
(] 3.Group ‘

1 11
(I 4 Extension

—

8.1-3 Click on [Total number of cards ] and Select: 1 (Example)

& PE: Configuration

“  Physical
(= 1. Configuration Refrash ) Close ) SLmMmEry ] sctivation Key | IP Phone Registration |
pY BN BN y N J
=1 Elot ) ) . .
; System Property | Site Property | UM Card Property | UM Part Property |
4 2 Portable Station < - 4 S ‘
- )
=1 3.Option V-SIPGWME W-IPGWM G V-IPEXT32 U-SIPEXT32 V-IPCS4 V-UTEXT32

3 4.Clock Priority

Virtual 32-Channel 5IP Extension Card
I 5D5P Resources

Total number of cards i |
(] 2 System
1 3.Group m

1 2

I 4 Extension )
— e e e o a
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8.1-4 Click on [OK].

Are you sure yvou want to add 1 card?

|E 0K ! Cancel

8.1-5 Configuration of V-SIPEXT32 Virtual slot.
Move mouse over installed [V-SIPEXT32] card

@ Users Slot
PEX Configuration
Lol g . Physical
(= 1 Configuration Refresh J Cloze J Summaty. J Activation Key J IF Phane Reg'LS{ratiDnJ

2 Partable Station SystemProperty | SteProperty |  UMCardPropedty |  UMPortPropety

=1 3.0ption V-SIPGWIE | VIPGWAE | wIPExTI2 | wesipexta2 || wipcss | wuTEXT32

(3 4 Clock Priority
[J 5 [DSF Resources

Virtual 32-Channel 5IP Extension Card

Total number of cards :-1 - .

1 2.:8ystem
[ 3.Group
I 4 Exension

5= 5.0ptional Device
7 B Featurs

8.1-6 Select [OUS]

V-5IPGW16 V-IPGW1 6 V-IPEXT32 V-SIPEXT32 W-IPCS4 V-UTEXT32

Wirtual 32-Channel SIP Extension Card

Total number of cards |1

H'f“ Card Property

Part Propetty

8.1-7 Click on [OK].

Are you =ure yvou want to OUS {out of ervice) thiz card?

‘ 0K J Cancel

49



8.1-8 Select [Port Property ]

— Card Property
. Port Property

Ins

Delete

8.1-9 Edit the Extension Number and Password fields (click on them

to enter data).

(Example, Extension Number: 301, Password: pass301) --> Click on [OK]

@ Users Port Property - Virtual SIP Extension
ﬁ PBX Configuration
Copy to
=1 Configurstion
_ I EmenSiDn “umher
A 2 Portable Station
=1 3.0ption 1 30 pazs301
() 4 Clock Priority 2 302 pas=302
[ 5035 Resources 3 220 passZ20

(034 J Cancel J i Apply

Connection CHEERt
IP Address
v £

ous 0ooo ol
Qs 0000
ous 0ooo

)

8.1-10 Select [INS]

Card Property

Pott Property

-

Contents of PBX main SIP Extension settings

Item Configuration example Description

SIP Extension port 5060 Does not change it
(Default) Need a System reset if setting
change

SIP extension Number 301 Example
Password pass301
SIP extension Number 302 Example (If required).
Password pass302
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8.1-11 Save the System Data

Click on [Save System Data icon]

ﬂ NS1000 | Web Maintenance Console g
@ Login as INSTALLER T S;i‘le 7 NS1 DDD‘I = ;—. ﬂj
[Note]

If you networking settings to change you need "syst em reset" that click on [System Reset]

During system rebooting, the PBX cannot use.

The PBX preparation completed.
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9. Configure the Remote Office SIP Extension Settin _ gs if required only (Example).
(Here is described as sample for Panasonic KX-UT S IP Phone(KX-UT123)).
We have to configure the SIP terminal via web in case using registration of V-SIPEXT (SIP-SLT)

Connect the SIP-terminal to the LAN. The following explanation assumes the LAN supports DHCP.
(e.g. DHCP server has given the SIP terminal the address 192.168.10.1).
9.1 Login and confirmation of info.
9.1-1 On the telephone, press [Setting or Setup] --> Select the [Network Settings ] --> Press [Enter ]
--> Select the [Embedded web ] --> Press [ENTER] --> Select [ON] --> Press [ENTER]
-->[Back] --> [Back]. Or press [Setting or Setup] [#],[5].[3],[4] Select [On] Press [Enter]

9.1-2 Confirmation of current IP Address.
On the telephone, press [Setting or Setup] --> Select the [Information Display |
--> Press [ENTER] --> Select the [IP Address ] confirmation IP Address 192.168.10.1 (Example)

9.1-3 Access the SIP Terminal’s web page (using previously read IP address).
e.g. hitp://192.168.10.1/  User Name: admin / Password: adminpass --> Click on [OK]

Enter Hetwork Password [‘5—<|

? Thiz secure 'Web Site [at 192 168.0.1] requires vau ta log ar.

Fleaze type the Uzer Hame and Paszword that pou uze far
Authorization.

User Name | admin |

T | xxxxxxxx 1

[ Save thiz password in pour password ligt

| ak I Cancel |

9.1-4 Confirmation of Version Information : In this case, 01.160 (Operating Bank: Bank1)

(Software version must be at or later than the version shown)
Panasonic
KX-UT123 Status Metwork System VolP Telephone Maintenance

Version Information

| WebPort Close |

Status Version Information

Hodel KX-UT123
Operating Bank Bank1
IPL Version 0114 —‘
_ L Bank1: 01.160 Running Version
FITTTINYANS WV ET STUTT
Bank2: 01.133
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9.1-5 Confirm the Status of the Network: (DHCP has setup detail OK)
Click on [Network Status]

Panasonic
KX-UT123 Status MNetwork Telephone Maintenance
Network Status
Status

MAC Address O0BOFOCSEF48
— Ethernet Link Status (LAMN Port) Connected

Ethernet Link Status (FC Port) Mot Connected
Connection Mode DHCF
IP Address 192.168.10.1
Subnet Mask 255 25572550
Default Gateway 182.168.10 254
O 192.168.10.254
OrS2

9.2 In VoIP Setting

9.2-1 Click on [VoIP].

Panasonic
KX-UT123 Us Sy | VolP I Telephaone Maintenance

SIP Settings

Web Port Gloze
VoIP SIP Setting

SIP User Agent |Panasu:uni|:_{MO DELY ffuver} mach |

-Line1

- Line 2

[Save ] I_Oancel ]

VolP Setting=

-Line1

- Line 2

9.2-2 Click on [Line 1]
YolP
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9.2-3 Configure the SIP Settings (1 of 3)

Phone Number

Fhone Mumber

SIP URI

SIP Settings [Line 1] (of 3)

Phone Number: 301

[SIP Server]

Register Server Port: 5060

Registrar Server Address
Registrar Server Port
Proxy Server Address
Proxy Server Port
Presence Server Address

Fresence Server Port

10.0.0.1

Proxy Server Address: 10.0.0.1

[1-85535]

Proxy Server Port: 5060

Note: Replace 10.0.0.1 with the WAN

10.0.01

A

address of Head office main router.
Change to global IP address.

[1-65535]

[1-65535]

9.2-4 Configure the SIP Settings (2 of 3)

SIP Service Domain

192.168.0.101:5060 [¢

Service Domain

SIP Source Port

25060 [1024-49151]

Source Faort

SIP Authentication

Authentication 1D

Authentication Fasswaord

[ 301

A

SIP Settings [Line 1] (20f 3)
SIP Service Domain: 192.168.0.101:5060
It's PBXs LAN IP Address and

SIP Port Number

SIP Source Port: 25060

Authentication ID: 301
Authentication Password: pass301

9.2-5 Configure the SIP Settings (3 of 3)

keep Alive Interval

Supports Rport (RFC 3581)

9.2-6 Click on [Save]

9.2-7 Check the [Complete ] Message.

Complete

The configuration is completed!

seconds
Gyes ONo

[10-300,

>

|: Save Jl | Cancel

SIP Settings [Line 1] (30f 3)
Keep Alive Interval: 15 (Seconds)
Support Rport: Click on [Yes]

SIP Settings [Line 1]
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10. Further SBC Information and Configuration

All documents are available online on the Mediatrix Download Portal at

https://support.mediatrix.com/DownloadPlus/Download.asp.

Or on the web site at the following link

http://www.mediatrix.com/en/sessionbordercontroller Under the documentation tab.

55



11. Management

11.1 Reset SBC to Factory Defaults
If you wish to you can reset all settings to their original values, so your Mediatrix 500 Series unit is

setup the same way as when delivered from the factory.

1. Press and hold [SET] (1) pressed for 3 seconds, to enter setup mode.

2. Press [SEL] (2) repeatedly until "RST” appears in the display.
3. Press [SET](1).

4. The question "Clear all?” appears, and then "no”.

5. Press [SEL](2) to choose "YES”.

6. Press [SET](1).

@9@@@? ? 7

S AD CFG DHP RST
& &£

AD CFG DHP &
ﬁl ke T
0

RST

—
—~—
I-'- —
—

L |
I—'|

1L rx

11.2 Time Setting
Time setting will be useful for analyzing some kind of problems.

11.2-1 Move the mouse [Configurations] --> [Administration] --> in the Time section.

Configurations Applicatio
Metwark
Advanced
MAC address
Dynamic DMS
Local DNS Server
DHCP Advanced
Security
High
~ Low (active)
AltConf
Scheduler
Upgrade

11.2-2 Configure the Time Server IP address, this IP is PBX IP address.(Example)

Time ?

Time zone: Universal (Coordinated) {+0h) w
SNTP server: [192.168.0.101

11.2-3 Click on [Apply]
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11.3 SBC Configuration Backup
11.3-1 Move Mouse over [Configurations] and Select [Administration].

Configurations Applicatio

Metwark
Advanced
MAC address
Cynamic DS
Lacal DNS Server
DHCP Advanced
Security
High
~+ Low (active)
AlFConf
Administration
Scheduler
Upgrade

11.3-2 Enter the Password: 123456 and then Click on [Backup to file]. Example

Administration €@

Backup/Restore Settings

Password
|Hrﬂrﬂr| |[ Backup to file l

| | Restore from ﬁle| H%EE |

v

11.3-3 Click on [Save]
File Download

Do you want to open or save this file?

. Mame: settings.txt
Type: text file

From: 192,.168.0.1

[ Open ][ Save ]|] Cancel [I

By

ham your computer, f you do not trust the source, do not open or

@ While files fram the Intemet can be useful, some files can potentialhy
save this file. What's the sk ?
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11.3-4 Save As

Select the Save Folder and Enter the File name [settings.txt] Example(Default).

Save In: | I3 Backup

Wy Recent
Documents

Deskiop

3

My Documents

€

My Computer

@

My Metwork

File name:

|sett|ngs.t:d

Save as bvpe:

|text file
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11.4 Restore Settings
11.4-1 Enter the Password: 123456 (When at saving) and then Click on [Browse... ].

Administration ©@

Backup/Restore Settings W

Password
|| |[ Backup to file ]

|“““ | Eestore from ﬁle| [ Browse..

11.4-2 Choose file: settings.txt (Example) and then Click on [Open].

Look in: |'._;")Eackup _":_J T, ? y "
My Recent
Diocuments

Dieskiop

o,

My Documents
My Computer
Ivhy Metwark File pame: |sett|ngs.tni :;i
Flaces i -

Files of type: ].EJI Files =7 _ﬂ Cancel ]

P




11.4-3 Click on [Go]

Administration &2

Backup/Restore Settings

Password

Backup to file

(sssses Restore from file ?C:"-,Bacl-cup"gsettings.t-:t || Browse...

Go

11.4-4 Rebooting, please wait... after the restore was successful.

Rebooting, please wait...

11.5 Reset the UT-SIP Phone to Factory default.

Press [Settings ] [#],[1],[3],[6] [Enter] --> Select [Yes] press [Enter]

11.6 Allow the access to web page on UT-SIP Phone.

Press [Settings ] [#],[5],[3].[4] [Enter]
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12 Troubleshooting
12.1 REGISTER Flood Attack
The Figure below shows a REGISTER Flood attack example.

The attack begins with OPTIONS message. Then, the attacker sends a great many REGISTER
messages. The source address changes irregularly.

The symptom of this type of attack is the PBX temporarily becomes un-responsive,

(It is very busy sending “404 Not Found” messages until the attacks over).

Fal REGISTER attack 0407 pcap — Wireshark

File Edit Wiew Go GCapture Analyze Statistice  Telephony  Toalz  Help

& @ & EEAXSE Ae»a9TF L BB QA @EM% B

Filter: |=sip * Expression. Clear fpply

Mo Time Source Src port  Destination Dest port | Protocol Info
1 0,000 1"_84.1_6?. 5067 G1.195. 258 5060 SIF Reguest: OPTIONS sip:lOo@ea:
3 0.015 61.199.25060 184.107.135067  SIF status: 501 Mot Implemente
5 0.500 184.107. 5127 61.155. 255060 SIP REfuest: REGISTER sip:l497¢
6 0,515 61.199.25060 184.107.1:5127 SIP Status: 404 not Found (i
7 0.578 184.107. 5128 B1.1959.25:5060  SIF Request: REGISTER 51p:1091i
8 0.593 61.199,25060 184.107.1:5128  SIP Status: 404 Not Found {
9 0,781 184,107, 5127  &1,199.25:5060  SIP Request: REGISTER 51p:lO0®
10 0.796 184.107.5127 61.199.25'5060  SIP REquUest: REGISTER sipilol@
11 ©0.7596 184.107.5127 61.199.25'5060  SIP REquest: REGISTER sipilo2@s
12 0.812 61.199,25060  184.107.1:5127 SIP Status: 404 ot Found g
13 0.812 184.107. 5127 &1.199.25'5060  SIP REquUEsT: REGISTER sipilo3@
14 0.812 184.107.5127 &1.19%.25'5060  SIP REquUesT: REGISTER sipilod@
15 0.828 E1.195,25060  184.107.1:5127 SIP status: 404 Mot Found (i
16 0.828 184.107. 5127  61.199.25'5060 SIP Request: REGISTER sip:loS@
18 0.843 1'_84.1_@?. SiliAT: 6—1.-199_.255506’;} SIP Request : R,EGISTER'S"lp::l_E‘Iﬁ@_!
15 0.843 184.107. 5127 B1.199.25!5060 SIP Reguest: REGISTER sip:lov@i
21 0.843 61.199.25060 184.107.175127 SIP Status: 404 Not Found {
22 0.843 184.107. 5127  BL1.195.25!5060 ) Request: REGISTER sip:loss
24 0.859 E1.1959.25060  184.107.135127 SIP Status: 404 Hot Found (i
26 0.85%9 184.107. 5127 G1.195. 258 5060 SIF Reguest: REGISTER sip:loS@i 7

| Frame 5: 468 bytes on wire (E?AH_Eits), 468 hytes capturea_tg?ﬁﬁ_bq¥gj

Ethernet II, src: Buffalo_ch:8c:58 (00:16:01:ch:8c:58), Dst: vyamaha_22:54:65 (00:a0:de:22:54:65)
| Internet Protocal, T T T o o T T
| User Datagram Protocol, SFC FOPTD 5L/ [9LZ/), LST FOFT: STp [oueu)
| sessfon Inftiation Protocol

# Reguest-Line: REGISTER sip:14872008C

E FE |

ge Header
via: SIP/2.0/UDP 127.0.0.1:5127;branch=z5hc4hKk-3595826816; rport
content-Length: O
FLErom: C1AGTRGGE0" coin A 0T 0 N5 #; Tag=3134303730303038300133343837353730383332
Accept: applicationssdp
User-agernt: friendly-scanner
@ To: 1459799989 "<5ip:149 >
F Contact: sip:l497900508
# CSeqg: 1 REGISTER
Call-Th: AMEIATIIR
()| Message Header in SIP meszage fzip.mse hd- | Packets: 552428 Dizplayed: 29977 Marked: 0 Load time: 012703 Profile: Default

Countermeasure:
In the Switch Advanced, Configure a new entry in the Incoming Call Blacklist from captured packets.

12.1-1 Move mouse over Applications in SIP Advanced.

Applications Status Logs
SIP Switch Overview
SIP Sarver
SIP Switch Advanced
SIF TTOTIR
SIP Advanced
Certificates
E-rmzil
USBE Web Server
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12.1-2 Configure a new entry in the Incoming Call Blacklist from captured packets.

User-Agent=*Attacker* (Example)

Incoming Call Blacklist il

|User-Agent:*friendl‘_.,.r-scanner*

7 N

These are default setting value.
!User-ﬁ\uent:*sundavddr* |

!User'ﬁ‘gem: Attacker Enter the new entry in Blacklist. .

Wildcards (* and 27 allowed

/N

12.1-3 Click on [Click here to save permanently]

Home Configurations Applications Status Logs

& Changes made! | Click here to save permanently | (Reboot the unit to cancel changes)

12.2 When UT-SIP Phone is repeated a reboot at remo te site.
See section 5
1. Check the remote connection protocol whether it match or not.

2. Check the selected Phone location whether it match or not.
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13. Appendix

13.1 SBC Configuration Check Sheet (PPPoE and Globa

Section

Setting value

| IP address directly) (1/2)

Descriptio

n

Home Active Profile Security Low Select
Configuration Network Config Operational mode Router Default
Access type PPPoE Select
Username Offered by provider
Password Offered by provider
DNS Server IP Address DNS or Main Router IP
2nd (DNS server IP Address) If required
Default Gateway IP Address Main Router LAN IP
SIP Routing Media Ports Must much RTP Port forward
Through Extern (Default 35000-35999) setting of main router
Firewall
Outside IP Existing main router
Mapped SBCs IP
SIP Server Allow to Register | Inside users All Select: All
Outside users All Select: All
Allow outgoing calls from All Select : All
Advanced Advanced SIP set | Far End Nat Traversal (FENT) Select the check
Detect endpoints behind same NAT Clear the check
Authorized Users | Method REGISTER
URI *
Direction Inbound Select: Inbound
Allow Clear the check
Authentication Clear the check
Authentication User IDs *
Authorized Users | Method INVITE
URI *@PBX IP
Direction Inbound Select: Inbound
Allow Select the check
Authentication Select the check
Authentication User IDs *
Advanced Reuse received nonces Clear the check

Allow RTP in reverse direction

Select the check

Reuse port number with same session

Select the check

Force Real Username on registration

Select the check

Trusted Networks

Check box

Clear the check
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13.1 SBC Configuration Check Sheet (PPPoE and Globa

| IP address directly) (2/2)

Section Part Item Setting value Description
Security Port redirection Outside port(s) Inside host
TCP 7547 PBX IP address
TCP 37547 PBX IP address
TCP 7580 PBX IP address
TCP 37580 PBX IP address
UDP 123 PBX IP address
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